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Abstract - The aim of this demonstration is to present the ongoing
performance of our R. and D. wartermarking scheme software. The
proposed illustrations cover a large panel of original images (in grey levels
and colors), signatures and attacks. Evaluation is performed according
to ratio, visibility and robustness.

INTRODUCTION

Security is becoming a necessary component of commercial multimedia
applications which provide access to images through public channels. Many
different types of services are required including privacy, copyright and au-
thentication services. Over the past few years, Watermarking has emerged as
the leading candidate to solve problems of copyright for still images (See the
table 11). We propose to present preliminary results obtained in the field of
watermarking for still images using a novel approach [1], derived from a ba-
sic data hiding algorithm [2] which exploits both the properties of the fractal
transform and some communication theory and tools such as spread spectrum
and modulation techniques.

Year 1992 | 1993 | 1994 | 1995 | 1996 | 1997 | 19982
Publications 2 2 4 13 29 64 45

Table 1: Number of publications during the past few years

* corresponding author
Laccording to INSPEC, Sept. 98
2not completed



REVIEW OF WATERMARKING

Figure 1 summarizes the general watermarking setup and its main chal-
lenges. An owner would like to protect his/her image rights. For that, he/she
adds a watermark in the image (hopefully) without introducing any visual
degradation. When needed, he/she would prove his/her ownership of this
image, by retrieving his/her watermark (in spite of possible modifications of
the image) [3, 4]. Three aspects have to be considered:

e ratio between the information contained in the watermark to that of
the image;

e image degradation due to watermarking;

e robustness to "non-destructive” attacks.
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Figure 1: Basic scheme of watermarking

PRELIMINARY RESULTS AND PROPOSED DEMON-
STRATION

According to the previous criteria, preliminary results obtained using our
approach are very promising. The degradation due to watermarking is almost
invisible. The mark can include up to about a thousand bits, representing
either a plain text such as "IEEE” or either a visual logo of a company. All
preliminary tests consistently showed that the watermarking process defeats
many (non-destructive) attacks (fig. 2, 3), including but not limited to:

e low-pass filtering;
o lossy compression such as Jpeg (until a quality factor up to 20);
e geometric transforms (zoom, shift, crop, flip, slight rotation,...);

e print and scan;
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Figure 2: Ezamples of robustness of an ascit watermark against various at-
tacks

e color to grey level convertion format;
e montage;
e unZign transform [3]

Moreover, as shown in figure 1, the extraction step does not require neither
the original image nor the signature itself.

To the best of our knowledge [5, 6], the proposed approach outperforms
all publically available products [7, 8] or published techniques [9, 10, 11],
in terms of trade-off between the amount of information to hide (typically
restricted to 64 bits), the visibility of the watermark (subjectively measured)
and the robustness (algorithms are typically robust to Jpeg for a quality
factor of 50, but not to unZign transform, Flip operations, etc.), and which
do not require use of any original information for watermark retrieval. QOur
draft demonstration includes a large variety of original images and marks of
different sizes, watermarked images (in order to evaluate the visibility) and
then corrupted-watermarked images (in order to present the robustness of our
algorithm).
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Figure 3: Ezamples of robustness of a binary logo watermark against various
attacks
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3requires necessity of using an error-correcting code

4still in progress




